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AlOps on Security

Al discovers
vulnerabilities at
machine speed

Frontier models find critical
zero-day vulnerabilities
autonomously — including
bugs hidden for 27 years —
at under $50 each.

The Mythos Moment

When discovery outpaces defense
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Vulnerability discovery
now exceeds
remediation capacity

Discovery is exponential.
Remediation is linear.

Less than 1% of AI-
discovered vulnerabilities
have been patched.

Discovery is no longer
the bottleneck.
Response is.

4.8M Unfilled cyber roles.
Growing 19% year over
year.

The National Vulnerability
Database is shifting to
selective enrichment.

Shift from vulnerability
management to
exposure management.

The number of published
CVEs has grown more than
520% since 2016.

Cost of attacks in 2025 was
~$60B. That'’s projected to
grow to $138B by 2031.



AlOps on Security

Al is Accelerating the Security Vulnerability Landscape

From Vulnerability to Exploitation

L] zeriodayclock.com

TTE (Time-to-Exploit) measures the gap between CVE disclosure and confirmed exploitation
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Source: The "Al Vulnerability Storm”: Building a Mythos-ready Security Program, Zero Day Clock

Mythos Threats to Customers

Automate Exploitations
Chaining Vulnerabilities
Expose Critical Infrastructure
Increase Threat Volume
Increase Threat Velocity
Lower Barrier to Entry


https://labs.cloudsecurityalliance.org/mythos-ciso/
https://zerodayclock.com/

AlOps on Security

The integrated workflow
Mitigate, Patch, Validate and Verify

Close the Gap Between Discovery and Remediation ’

MITIGATE PATCH VALIDATE VERIFY
Deploys targeted controls at Orchestrates validated Confirms the patch closes the Maintains continuous
scale when patches aren’t patching across hybrid vulnerability without regression compliance, prevents drift, and
ready — breaking exploit chains infrastructure with governance before production. provides complete audit trails.
in hours. and rollback.
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AlOps: Mitigation and Remediation of CVEs

Demo

AlOps: Mitigation and
Remediation of CVEs using
Red Hat Ansible and Red Hat Al



AlOps: Mitigation and Remediation of CVEs using Ansible and Openshift Al

AlOps: Mitigation and Remediation of CVEs

AlOps Workflow
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Discovery Path (UC1) <P
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AlOps: Mitigation and Remediation of CVEs using Ansible and Openshift Al

AlOps: Mitigation and Remediation of CVEs

Use Case 1& 2: New exploitable CVE arrives (with or without Remediation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 1& 2: New exploitable CVE arrives (with or without Remediation)

Vulnerabilities Mitigation +
Discovery Path (UCT) \/P

Vulnerabilities
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AlOps: Mitigation and Remediation of CVEs

Use Case 1& 2: New exploitable CVE arrives (with or without Remediation)

Vulnerabilities Mitigation $
Discovery Path (UCT) <>
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AlOps: Mitigation and Remediation of CVEs

Use Case 1& 2: New exploitable CVE arrives (with or without Remediation)

Vulnerabilities Mitigation $
Discovery Path (UC1) <>
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AlOps: Mitigation and Remediation of CVEs using Ansible and Openshift Al

AlOps: Mitigation and Remediation of CVEs

Use Case 1& 2: New exploitable CVE arrives (with or without Remediation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 1& 2: New exploitable CVE arrives (with or without Remediation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 1: New CVE arrives with NO Remediation (Al-based Mitigation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 1: New CVE arrives with NO Remediation (Al-based Mitigation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 1: New CVE arrives with NO Remediation (Al-based Mitigation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 1: New CVE arrives with NO Remediation (Al-based Mitigation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 1: New CVE arrives with NO Remediation (Al-based Mitigation)

Vulnerabilities Mltlgatlon 8. Red Hat Ansible runs

c Path (UC1 cee the Mitigation Playbook
Discove ry ‘ on Check Mode

6. Red Hat Ansible requests a
Mitigation Playbook to Red Hat Al 9. Human

Vulnerabilities ,, Approval
5. IF Remediations = Execution
‘ ARE NOT available e
\!‘O
2. Red Hat Lightspeed

triggers an even to EDA
(any-cve-known-exploit)

1. New exploitable
CVE arrives to Red
. Hat Lightspeed
Anthropic Claude (CVE-2026-31431)

7. Red Hat Ansible stores
Mythos Mitigation playbook in
GIT and Syncs Project

Vulnerabilities

~- = Ansible
OpenAl / 3. Red Hat Ansibl =
GPT-5.5-Cyber V4 Sl PlRiEum
Red Hat B aEuE e NE Y| . Red Hat
e Lightspeed@ R ElEiES 0 Remediation Lightspeed

systems, Red Hat Path (UCZ)

(|nsig htS) Ansible checks for (|ns|g htS)

available Remediations



AlOps: Mitigation and Remediation of CVEs using Ansible and Openshift Al

AlOps: Mitigation and Remediation of CVEs

Use Case 1: New CVE arrives with NO Remediation (Al-based Mitigation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 2: New CVE arrives with Remediation (Lightspeed-based Remediation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 2: New CVE arrives with Remediation (Lightspeed-based Remediation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 2: New CVE arrives with Remediation (Lightspeed-based Remediation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 2: New CVE arrives with Remediation (Lightspeed-based Remediation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 2: New CVE arrives with Remediation (Lightspeed-based Remediation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 3: New System is deployed (Lightspeed-based Remediation and/or Al-based Mitigation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 3: New System is deployed (Lightspeed-based Remediation and/or Al-based Mitigation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 3: New System is deployed (Lightspeed-based Remediation and/or Al-based Mitigation)
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AlOps: Mitigation and Remediation of CVEs

Use Case 3: New System is deployed (Lightspeed-based Remediation and/or Al-based Mitigation)
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Other Demo Variants

Other Demo Variantes
Similar Use Cases: RHEL and Other Domains

This demo showed an example to showcase the potential of the solution. However, Use
Cases variants can be implemented, on RHEL, or other domains:
> Maintenance Windows
Mitigate, while waiting for a Maintenance Window (prod)
Remediate, when there is Maintenance Window in (prod)
» Reboot Required
Mitigate, if remediation DOES requires reboot (cold patching)
Remediate, if remediation DOES NOT require reboot (hot patching)

» Others: Extend to other CVE types, CVE sources and domains




Red Hat Al Considerations

Enterprise GenAl Inference Platform
Holistic approach to optimize and operationalize deployment and scaling of open-source LLMs
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Red Hat Al Considerations
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Red Hat Security

Webinar
Desplegando una fortaleza digital: no confies,

siempre verifica y encripta tus datos
23 de octubre de 2026, 10:00 a.m.

Webinar
Automatizacion vy sequridad: estrateqia de
remediacion integral con Red Hat

13 de noviembre de 2026, 10:00 a.m.



https://www.redhat.com/es/events/webinar/deploying-a-digital-fortress-dont-trust-always-verify-and-encrypt-your-data
https://www.redhat.com/es/events/webinar/deploying-a-digital-fortress-dont-trust-always-verify-and-encrypt-your-data
https://www.redhat.com/es/events/webinar/automation-and-security-comprehensive-remediation-strategy-with-red-hat
https://www.redhat.com/es/events/webinar/automation-and-security-comprehensive-remediation-strategy-with-red-hat

Hands-on Workshop Week - November 30, to December 4, 2026

Red Hat Tech Journey workshop week

One week. Four areas shaping enterprise IT. Hands-on experience.

Discover how to apply open source technologies to build secure platforms,
automate operations, and run modern applications.aeross hybrid
environments.




Connect

Thank you

Carlos Parada

Senior Specialist Solution Architect (Ansible)
Red Hat

Nelson Paez

Specialist Solution Architect (Openshift Al)
Red Hat




